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FOR INCLUSION IN CUSTOMER/SUPPLIER/BUSINESS PARTNER AGREEMENTS 
PROVISIONS REGARDING THE SHARING OF PERSONAL DATA 

 
PROTECTION OF PERSONAL DATA 
  
This Agreement,  
 

Plasser Turkey Demiryolu Makineleri Sanayi Ve 
Ticaret Anonim Şirketi 
Ostim Osb Mahallesi 1220 Cad. No: 9 
Yenimahalle/Ankara 
Trade Registry No/Tax No: 61303/ 0690486989 

Company name ("-") 
Company address 
Company Trade Registry/Tax No 

 
This is an addendum to the [-] Agreement dated [-] between [-]. Plasser Turkey and [Company] are 
hereinafter collectively referred to as the "Parties" and individually as the "Party". 

1) The definitions and expressions in this Agreement have the meanings ascribed to them in the Law No 
6698 on the Protection of Personal Data (“LPPD”) and related legislation.  

2) In relation to the WORK defined in this Agreement, both during the negotiation phase and within the 
scope of the performance of such Agreement, the Parties shall access personal data in the form of 
corporate business card data and contact data such as name andsurname, corporate e-mail address, 
corporate telephone, including but not limited to employees, contractors, officials, customers, 
consultants, agents, and other third parties (these persons shall be collectively referred to as 
"Representatives") with whom the other Party is associated for the purpose of performing such WORK.  

3) The Parties agree that the other Party may transmit the personal data shared by the other Party to its 
Representatives for the purpose of performing the WORK. However, persons unrelated to the 
performance of such WORK shall not be deemed as Representatives in any way. 

4) The Parties confirm that they fulfil all legal requirements for the sharing of personal data, including, but 
not limited to, the purpose and scope of the other Party's personal data processing activities, the 
notification of all relevant processes, including international transfer activity, to the Representatives and 
obtaining the consent of the Representatives (if required).  

5) Plasser Turkey has sent the Plasser Turkey Personal Data Protection Policy to the contact addresses of 
the Supplier via email in order to fulfil the obligation of disclosure within the framework of Article 10 
of the LPPD regarding the personal data processed by the Supplier's Representatives. The Supplier agrees 
that Plasser Turkey may make changes to such Policy according to the nature of Plasser Turkey's personal 
data processing activities that may change over time, and in order to comply with current legislation. The 
most current version of such Policy is available at https://www.plasserturkiye.com.tr.  

6) The data subject groups to be transferred between the Parties, data categories, purposes of data transfer, 
legal reason for data transfer, recipient and recipient groups, technical and administrative measures to be 
taken by the data recipient, additional measures taken for special categories of personal data and other 
useful information, and the contact information of contact persons are explained in detail in the annex 
("Annex").  

7) The Parties shall  
• comply with the LPPD and all other applicable data protection legislation within the scope of the 

performance of the Agreement regarding the sharing of data,  

https://www.plasserturkey.com/
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• not use the personal data belonging to the other Party for any other purpose, disclose such data to 
third parties, transfer such data to domestic/foreign countries, or make such data available, except as 
agreed in this Agreement,  

• accept and undertake to take all necessary technical and administrative measures specified in the 
relevant legislation in order to prevent illegal processing of the personal data the Parties obtain or 
illegal access to such data. 

8) The exceptions of personal data that cannot be disclosed or shared under any circumstances are the 
following: 

a) In cases where personal data must be disclosed in accordance with the applicable law, relevant 
legislation, other legal regulations, court decision, and / or administrative order. 

b) Cases specified in this Agreement. 

c) Where the other Party has given prior written authorization. 

9) In the event that there is personal data in the information or documents to be sent by the Parties beyond 
what is required by the nature of the business for the fulfilment of the service agreed upon by this 
Agreement, the Parties shall share the relevant personal data by deleting, anonymizing or redacting the 
relevant personal data from the information or document in question. The Party shall have no 
responsibility for personal data that the other Party shares even though it is not required by the nature of 
the business. 

10) The Supplier agrees that the personal data transferred to Plasser Turkey may be transferred by Plasser 
Turkey for internal auditing, risk management, reporting, etc. purposes within the scope of activities with 
the Plasser & Theurer group of companies established abroad, in which Plasser Turkey operates as a 
subsidiary. The Supplier agrees that Plasser Turkey shall use information technology solutions, such as 
cloud technology, in order to increase the effectiveness and efficiency of the services offered by Plasser 
Turkey, and to benefit from up-to-date technologies; in this context, the Supplier accepts that it may 
share personal data with information technology (server, hosting, programs, cloud computing), storage 
and archiving providers in Turkey and abroad. Details regarding the sharing of personal data are available 
under the Personal Data Protection Policy on Plasser Turkey's website.  

11) The Customer/Supplier consents in advance to Plasser Turkey's personal data processing for any of the 
following purposes in accordance with the provisions of Article 5/2/a-c-ç-e-f of the LPPD:  

a. Fulfilment of services,  

b. Maintaining or updating Plasser Turkey 's administrative or customer/supplier relationship 
management systems, including the use of external information technology (IT) service 
providers,  

c. Quality and risk management reviews, 

d. Providing the Supplier with information about Plasser Turkey and its services, 

e. Any law, regulation, or decision of any regulatory body to which it is subject. 

12) The Supplier confirms that when it discloses personal data, including sensitive personal data, of its 
employees, contractors, customers, and other persons to Plasser Turkey, it fulfils all legal requirements, 
including but not limited to the disclosure of information to Plasser Turkey and the purpose and scope 
of the information processing carried out by Plasser Turkey, and obtaining the consent of such persons. 
In the event that the personal data transferred by one of the Parties to the other Party is obtained by 
unlawful means, the Party acting unlawfully agrees that legal action may be taken against it.  
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13) The Parties agree and undertake to protect personal data in the broadest sense. The Parties declarethat 
they will not use the personal data of data subjects obtained at any time for any purpose not related to 
the performance of the WORKand not specified in this Agreement, and that they will be obliged to delete, 
and/or destroy, and/or anonymize such personal data immediately at the end of the termination period of 
the BUSINESS and, in any case, at the end of the period required by the purpose of processing personal 
data or the period stipulated in the relevant legislation for the storage of documents, except for the 
obligations regarding the storage of documents arising from the legislation.  

14) In the event that data subjects, public authorities, or regulatory authorities contact any Party directly 
regarding personal data processed under this Agreement, the Party contacted shall immediately inform 
the other Party. In this case, the Parties shall make every effort and work in co-operation to fulfil any 
request for access, rectification, review, auditing, or any other request of data subjects, public authorities, 
and regulatory authorities. 

15) The Parties accept and declare that the other Party may file a lawsuit against them for the implementation 
of sanctions under the LPPD and other legislation.  

16) The provisions of this Agreement regarding the protection of personal data shall remain in force until the 
destruction of all personal data transferred between the Parties from the date of signature of the 
Agreement in accordance with the LPPD and the relevant legislation, even if the WORK is terminated. 

17) This Agreement and the Annex are signed and effective as of 20.01.2025, binding the Parties indefinitely 
from 02.12.2022. 

18) This Agreement has been concluded in accordance with Turkish law, and Turkish law shall apply in 
disputes arising in connection with suchAgreement.  

19) Istanbul (Çağlayan) courts and enforcement offices shall be the competent authorities in disputes arising 
in connection with this Agreement.  

20) The Parties declare that the addresses specified in this Agreement are their notification addresses. In case 
of any change in the addresses specified in thisAgreement, the Parties shall notify the other Party of the 
relevant change in writing within 7 (seven) business days following the day of the change. Otherwise, 
the addresses specified in the Agreement will be accepted as valid. Notices and warnings regarding the 
cases mentioned in Article 18/3 of the Turkish Commercial Code No. 6102 shall be valid only if they 
are made by notary public or by registered letter with acknowledgment of receipt. 

21) This agreement has been drawn up in 2 (two) copies.  
Name and Surname 
Title 
Date 
Signature 

Name and Surname 
Title 
Date 
Signature 
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Annex 

Data subject group or groups  
The personal data transferred relates to the following groups of persons and groups: 

Suppliers and their employees, representatives, etc. 

 

Categories of data  
The personal data transferred relate to the following categories of data (personal data or special categories of 
personal data) 
 
Identity information (Name andsurname, Turkish ID card number, date of birth, copy of ID, etc.) 

Contact information (Address information, email, telephone number, etc.) 

Financial information (Account and payment information, debt balance, etc.) 

Document regarding the authorization of representation (signature circular, power of attorney, etc.) 

Photo 

Purposes of data transfer  
Data transfer is carried out for the following purposes: data transfer for the purpose of obtaining goods and 
services necessary for conducting Plasser Turkey's business activities, and for the performance of such 
services, but limited to this purpose. 

 

Legal grounds for data transfer  

Provided that it is directly related to the conclusion or performance of a contract, it is necessary to process 
personal data of the parties to the contract. 

It is mandatory for the data controller to fulfil its legal obligation.  

Data processing is mandatory for the establishment, exercise, or protection of a right. 

Data processing is mandatory for the legitimate interests of the data controller, provided that such processing 
does not harm the fundamental rights and freedoms of the data subject. 

 

Recipients and recipient groups  
The personal data transferred may be shared with the following parties.  
 
As defined in the contract. 
___________________________________________________________________________________ 

Technical and administrative measures to be taken by the data recipient 

1) Measures by Plasser Turkey 

a) Administrative Measures 
Supplier information added by Purchasing is kept in computerized files belonging to Purchasing.  
The same data are transmitted to Accounting. 

b) Technical Measures 

Network security and application security are provided. 

A closed system network is used for personal data transfers through the network. 

The key method is being applied. 
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Security measures are taken within the scope of procurement, development, and maintenance of information 
technology systems. 

The security of personal data stored in the cloud is ensured. 

Disciplinary policies with data security provisions for employees are in place. 

Training and awareness-raising activities on data security are carried out at regular intervals for employees. 

An authorization matrix has been created for employees. 

Other time-barred dataare regularly destroyed. 

Access logs are kept regularly. 

Corporate policies on access, information security, use, storage, and disposal have been prepared and are being 
implemented. 

Data masking measures are applied when necessary. 

Confidentiality agreements are in place. 

The authorization of employees who change their duties or leave the company is cancelled. 

Up-to-date anti-virus systems are used. 

Firewalls are used. 

The signed contracts contain data security provisions. 

Extra security measures are taken for personal data transferred via paper, and the relevant document is sent in a 
confidential document format. 

Personal data security policies and procedures have been determined. 

Personal data security is monitored. 

Necessary security measures are taken regarding entry and exit to physical environments containing personal data. 

Physical environments containing personal data are secured against external risks (fire, flood, etc.). 

The security of environments containing personal data is ensured. 

Personal data are minimized as far as possible. 

Personal data re backed up, and the security of backed-up personal data is also ensured. 

User account management and authorization control systems are implemented and also monitored. 

In-house periodic and/or random audits are carried out. 

Log records are kept without user intervention. 

Existing risks and threats have been identified. 

Protocols and procedures for the security of special categories of personal data have been determined and 
implemented. 

If sensitive personal data are to be sent via electronic mail, they are sent encrypted and using KEP or corporate mail 
account. 

Secure encryption / cryptographic keys are used for sensitive personal data and managed by different units. 

Intrusion detection and prevention systems are used. 

A penetration test is applied. 

Cybersecurity measures have been taken, and their implementation is constantly monitored. 

All data are encrypted. 

Sensitive personal data transferred in portable memory, CD, or DVD media are transferred by encrypting the data. 

Data processing service providers are periodically audited on data security. 
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Awareness of data processing service providers on data security is ensured. 

Data loss prevention software is used. 

__________________________________________________________________________________ 

Data Controller Registry Information System (VERBIS) Information of the person transferring the data 

PLASSER TURKEY RAILWAY MACHINERY INDUSTRY AND TRADE ANONİM ŞİRKETİ  

Address: Ostim Osb Mahallesi 1220 Cad. No: 9 Yenimahalle/Ankara 

KEP address: plasser@hs01.kep.tr 

___________________________________________________________________________________ 
 

Contact person information 

...... 

___________________________________________________________________________________ 
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